Full Spectrum Cybersecurity

TRISTAR provides comprehensive cyber solutions on systems, platforms, networks
and applications.

Red Teaming Attack vector analyses

{ Cyber Live Fire T&E } Offensive and Defensive Cyber Effects
System Security Engineering Deep knowledge of cybersecurity policies and procedures

Staff Augmentation

> Chief Information Security Officer (CISO)
> Information System Security Officer (ISSO)
> Navy Qualified Validator (NQV)

Penetration Testing/Red Team

Government and Commercial Security Assessments
Vulnerability Assessments and Reporting

Trusted Agents for Operational Security Assessment (OSA)
Cross Domain Solution (CDS) Assessments

DISA Security Technical Implementation Guide (STIGs)
Security Assessments

Application Security Assessments

NIST 800-53 Security Control Assessments

> FISMA Compliance Annual Security Assessments
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Information Systems Security Engineering (ISSE)

> System Security Hardening of Windows, Linux, Network
Devices, Databases

Secure Wireless Architecture

Secure Enterprise Design and Implementation

Secure Application Development Guidance Assessment & Authorization (A&A)
Host Based System Security (HBSS) Security Engineering
Service Oriented Architecture (SOA) Security Design
Secure Voice-Over-Internet-Protocol (VOIP) Design and

AV V4

> Risk Management Framework (RMF) package development
for Operational and Test Environments
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Implementation > E-Mass Certified Engineers
> Secure Mobility Design and Implementation > XACTA Trained Engineers
> Cryptographic Support > Cross Domain Solution (CDS) Approvals
» Cyber Security Inspection (CSI) Preparation > Continuous Monitoring Strategy development
> Contingency Plan Development
Security Assessment (SA) > NIST 800-53 Security Policies Development
> Security Test and Evaluation (ST&E) for Operational and > FISMA Compliance Reporting
Developmental Networks > Navy Qualified Validators (NQV)
Y Assured Compliance Assessments Solution (ACAS) Certified > Agent of the Security Control Assessor (ASCA)
engineers
TRISTAR Headquarters Jeff Stermer Dave Klinedinst Y
1801 S. Liberty Drive Vice President of Capture Executive Director of Business Development
Suite 200 jeff.stermer@star3.com dave.klinedinst@star3.com E
Bloomington, IN 47403 812-361-5667 727-328-4878
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